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1. Introduction 

This document is an official final report of the TerraUser Web-based User Management software.  This software provides a way for users to login before they access certain web-based applications; and a way to manage the users that have access to these applications.  

This project is part of Northern Arizona University (NAU) College of Engineering and Technology’s (CET) Senior Capstone Design 2001-2002, with sponsorship provided by Deborah Lee Soltesz from the U.S. Geological Survey and advisement provided by Dr. Eck Doerry, Professor of Computer Science at NAU.   

This document summarizes the highlights and the history of the project.  This final report discusses: what the project was about, how it was developed, and what the outcomes were.  

2. Problem Statement

2.1 Background

United States Geological Survey

The U.S. Geological Survey was created by congress in 1879.  They are a scientific and fact finding agency that provides data about the earth and the solar system to the government and the public.  The USGS produces a wide range of products ranging form geologic maps, to satellite photographs, to climate data.  

Terrestrial Remote Sensing Team (USGS)

The USGS Terrestrial Remote Sensing Team at the Flagstaff Field Center consisted of a four-member group: Pat Chavez (Remote Sensing Scientist and Group Leader), Stuart Sides (Computer Scientist), Deborah Lee Soltesz (Web Mistress), and Miguel Velasco (Image Processing Specialist).  They work with satellite, multispectral, airborne, shipborne sidescan sonar, and DEM digital images (mostly costal and marine data).  This team does such things as digital mosaicking, extraction and mapping of earth science information, geometric and radiometric calibration and corrections, and multitemporal change detection.

Our Sponsor

During the fall semester, our sponsor Deborah L. Soltesz worked for the USGS Terrestrial Remote Sensing Team.   Deborah set up a website called TerraWeb as a way to organize and manage the groups data, and for people to easily access this information.  During the spring semester our sponsor switched to the Astrogeology division at the U.S. Geological Survey where she works as a web mistress, where she organizes and presents the groups data via the web. 

2.2 Problem Statement

The problem is:

· That the USGS TerraWeb web-based applications had minimal security.  Users were not required to log on to access these web applications.  

· There was no way to track the users that were accessing this data.  

· No user management system was in place.  

· Our sponsor’s web applications are fairly new (in the development phase), so no security standards were in place.    

Data management and data analysis and manipulation is the main function of many of these applications.  If the group chooses to deliver their data to the public through the web, there has to be some sort of security, in order for these applications to be useful and effective tools.

The objective of the project is to design and implement an efficient and secure interface to other USGS TerraWeb applications, along with a stand-alone application used to administer the user management system.  The software allows users to securely and easily access other interactive TerraWeb applications.
2.3 Value of a Technology Solution

This project provides a way for users to securely and easily has access to TerraWeb applications.  The clients have a generic interface to all of the current and future web applications.  The TerraUser solution is a cost effective and easily modifiable solution to current and future needs.  It does not have the extreme cost or confusing complexity of commercially available solutions to this problem.     
3. Process Overview

3.1 Team Organization

The TerraUser team is established for this project.  The team is composed of three members, Michelle Harr, Naoko Tsunekawa, and Daniel Wallace.  All of the team members are seniors at Northern Arizona University in the Computer Science and Engineering program.

Assigned responsibilities of the team are as follows:

· Michelle - Team Leader / Communications Coordinator

· Daniel - Website Coordinator and Facilitator

· Naoko  - Document Coordinator and Secretary

Figure 3.1 shows the TerraUser organization.
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Figure 3.1: TerraUser Organizational Chart

3.2 Project Roles

Each member will focus on specific categories on the project.  Project roles are as follows:

· Michelle – MySQL, JDBC

· Daniel – JSP, HTML, CSS

· Naoko – SSL, Web-Server Administrator
3.3 Project Management

Group members are in charge of dividing tasks and checking on the progress of the tasks.  The team leader keeps track of progress and tries to solve the problem in the case of lack of progress.

3.3.1 Reporting Process

Meeting Minutes

Meeting minutes is recorded by secretary and distributed via e-mail no later than 48 hours after the meeting.  Meeting minutes include the items discussed at the meeting and action items to be taken.

Individual Weekly Status Report

An individual weekly status report is sent to the group leader every Friday by 4pm.  It include the items completed this week and the tasks for the next week.

Weekly Status Report

A weekly status report is distributed to sponsors and group members every Friday by 5pm via e-mail with following categories:

· Assignment completed

· Other tasks to be completed this week

· Meeting held this week

· Tasks for next week (action items are also in meeting minutes)

3.3.2 Monitoring Process


Project is monitored in following categories:

· Schedules and timelines – updated weekly; make changes as needed

· Risks are reassessed and updates will be made to risk mitigation strategies.  The risks are discussed during periodic project reviews and status reports. 

· Group members must be informed of changes through e-mail

· Sponsor contact log must be updated regularly to monitor the communication with sponsor

3.3.3 Review Process

Documents Review

All document drafts must be completed in time for a team review before the final versions are submitted.  Documents must be reviewed and approved by all individuals before submission.  Individual components must be delivered to the coordinator at least a week in advance of the due date.  The team is then review and finalize the compiled document.

Self-Evaluation

A self-evaluation allows us to reflect upon and examine our work.  Following should be evaluated:

· What were our goals going into the project? 

· Did the work move us toward these goals? 

· Did our goals change during this experience?

· How can we improve the process for next time?

A self-evaluation is conducted at the regular meetings following a major assignment deadlines.  We write up a brief summary of areas examined, problems identified, and steps taken/planned to correct the problems.  Evaluation results is typed and posted on the team website and team notebook.

Individual Reviews

To evaluate individual performance so we can improve our teamwork, all group members review other members each semester.

3.3.4 Team Decision Process

Decisions is made by the following process:

1. Group member makes motion

2. Discussion on item

3. Majority vote

For major design changes to be made, they need to be discussed, debated and project component they are working on as long as they inform the other group members of the changes at meetings or by e-mails.  This is assuming that the changes will not have any major impact on the other group member’s work.   

In a situation of a divided team, non-participating members, team members who change the design without team consent, etc, the conflict resolution strategies must be taken to solve the problems.  The process is as follows:

1. Try to communicate with the member who is creating interpersonal disputes

2. Communicate with facilitator

3. Set group meeting(s) with manager
3.4 Design Methodology

This project is ideally suited for a modular design upon which different technologies are handled by individual modules. Additionally the technologies used are arranged in a hierarchical manner, which lends itself to a top-down or bottom-up design.  We have a very clear understanding of the functions required of the system and feel a bottom-up design will prove itself effective and efficient.  An evolutionary model will best support the level by level design in which we will be adding functionality of individual modules and then testing them. Section 5.3 goes into further detail about the architecture of the software.

3.5 Deliverables

The documentation for this project are as follows:

	Phase
	Documentation
	Description

	Team Forming
	Team Inventory
	Introduction of team and members’ background and knowledge to the sponsor

	
	Team Bylaws
	Bylaws define the details of policies and procedures that team follows throughout the project.

	Requirements

Capturing
	Feasibility Study
	Identify the problem and the value of the solution from a business and technical perspective to determine the feasibility.

	
	Risk Assessment
	Characterizes the possible risks during the design, implementation, and testing phase.

	
	Software Requirements
	Capturing the software requirements; provides a clear understanding of the requirements and functions of the system.

	
	Proposal
	Provides and problem statement and solution overview along with requirements and specifications.  Cost/risk analysis, timeline, high-level design, and resources/budget are also discussed.

	Functional

Specification
	Functional Specifications
	Detailed explanation of the functionality and specification that make sure all the requirements are captured; it bridges to the design and implementation phase.

	Design and
	Coding Standard
	Establishes coding standards.

	Implementation
	Design Documentation
	Detailed design; overall architecture and how the each functions are implemented.

	Integration and

Testing
	Test Plan
	Describes testing methodology, process, and validation process.

	Post-Mortem
	As-built Report
	Detailed description of final design

	
	Final Report
	Reviews of highlights and history of the project.


Table 3.1: Deliverables

All of the documentations can be found in the TerraUser notebook for details.

3.6 Timeline

TerraUser Timeline for Fall 2001
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Figure 12.1: Fall Semester Timeline

TerraUser Timeline for Spring 2001

[image: image3.jpg]2%
Team Coding
Standards Document Due!

s
Capstone Design
18 Conference!
Functional .
14
.
Fist day Specification Due!

5/6

Final Report Due !
of semester!

21 501

om0

5/6
Team Notehook
TeamWebsite Evall

21
Team Notehook Check!

an
Team Notehook
and Website Check!

an
Team Notehook Check!

419,22

Capstone Presentation
Diy Run




Figure 12.2: Spring Semester Timeline

Both semesters have been completed and the timelines have been updated to reflect the changes that occurred.  
4. Requirements

4.1 Requirements Acquisition Process

“The IEEE list of Software Requirement qualities lay down that Requirements must be unambiguous, complete, correct, consistent, traceable, modifiable, understandable, verifiable, ranked for importance and stability.”

Our requirements were defined according to the IEEE standards.  Because of this we are able to document and trace our requirements.  We trace our requirements in order to ensure testing and implementation of all included requirements and acknowledgment and explanation of excluded requirements.

First requirements capturing was done by interviewing our sponsor.  We set up the meeting to discuss initial requirements in detail.  When any questions arises, team communicator send an e-mail to sponsor for clarify.  Requirements document was sent to our sponsor as a final requirements capturing results.

The testing phase of the project covers touch on whether the requirements were captured.   The test cases and scripts were written around the functionality specified by the requirements document.  

4.2 Goals

The product should provide the followings:

· Provide a centralized way to manage users and their access/priority level  

· Use a web-based interface

· Allow the user to:

· Supply a user name and password to be granted access to applications  

· Supply personal preferences

· Allow the administrator to specify users, access levels, priority levels, and available applications

· Store all the data in its database  

These functional requirements are elaborated and discussed in more detail in next section.

4.3 Requirements

The product should provide a secure interface for users to login to TerraWeb applications and a centralized way to manage users and their access/priority level.  The system must be all web-based.  

The software should have the following functions: 

1. User Accounts

· It shall provide storage of user information including but not limited to: user login name, password, priority level, access rights, group membership, and interface preferences.

· The accounts will be administered through an administrator interface.

2. Centralized User Login

· Access to the software will require use of user login name and password.

· It shall provide users the ability to change the password at any time.

· It shall use encryption to send data.

· Administrators may set expiration times for passwords and will force users to change their passwords after the expiration time.

3. Interactive Web Application for Administrators

· An independent application will be available exclusively to administrators.

· It shall provide the ability to add or delete information that can be stored for users.

· It shall provide the ability to alter information stored for any given user.

· It shall provide the ability to add or delete users.

· It shall provide options to set the password expiration time.

· It shall provide monitoring of user activities and the option to enable output of activities to a log file.

4. Interactive Web Application for Users

· The application available to users shall use secure login.

· It shall provide access to the Maui Cam, TerraData, and Photo Archive applications.

· It shall provide user interface customization stored with their user data.

· It shall allow applications to retrieve the user’s customization.

· It shall users to view and manage their system accounts in one place.

· It shall allow users to use TerraWeb applications they have been granted access to.

· It shall allow users the option to change their password.
4.4 Constraints

4.4.1 General Constraints

Listed below are the constraints that have been proposed by the client as well as those which reflect project domain specifications.

· The system will have to secure user information sent through the Internet.  This will be achieved by using the secure HTTPS protocol.

· The system must adhere to accessibility and government guidelines (System must not use cookies, etc).

· The system must not require specific browser to be run.

· The system development/integration/testing must be completed by April 26, 2002, for the Capstone Project Conference.

4,4,2 Technical Constraints

The TerraUser software must meet the following minimal requirements:

· The system will be designed to be scalable to meet future needs of the client. 

· The implementation must utilize specific technologies provided on the server. 

The following table is a brief summary of the technology required by the project and available on the server:

	Category
	Technology Used

	Operating System
	SuSE Linux

	Web Server
	Apache

	Java Server
	Apache Tomcat

	Server Side Interfacing
	Java, JDBC, JSP, JavaScript

	Database
	MySQL

	Security
	SSL


Table 4.1: Technical Requirements

The design must provide a completely web-based interface. All interfaces must meet with HTML 4.0 minimum standards and be in compliance with the Rehabilitation Act of 1973, Amendments of 1998, section 508.

4.5 Assumptions and Dependencies

Listed below are assumptions that have been considered:

· All TerraWeb applications will use the same technologies to provide easy interfacing.

· A server exists.

· Users have access to a standard browser.

· Direct access to the server is available.

· The server has direct access to the TerraWeb server (i.e. not going through firewalls).
5. Solution Statements

5.1 Solution Statement

Our solution to this problem had two parts:

1. To create an efficient and secure web-based application that forced users to login before accessing USGS TerraWeb applications.  

2. A way to manage users that have access to these applications.   A stand-alone web-based application used to administer the users and  management system.  

The software allows users to securely and easily access other interactive TerraWeb applications.  Our goals were to provide a system that provided Authentication and Security.   

The TerraUser product provides:

· secure interface for users to login to TerraWeb applications.  

· centralized way to manage users and their access/priority level.

· web-based interface.

· users an access to TerraWeb applications by login with username and passwords.

· users a way to customize application page.

· administrator interface to specify users, access levels, priority levels, and available applications.

· storage for all the user information.
5.2 Product Description 

There are two parts to the TerraUser interactive web application.  First, the interactive web application allows users to securely and easily access other interactive USGS TerraWeb applications.  A variety of user information is stored in a MySQL database: user name, team name, personal preferences, priority level, level of access, etc.  This allows users to customize their interface with preferences.  Also, users are allowed to retrieve and update certain information from the database through the interface.

Second, administrators are able to manage user accounts and permissions through the stand-alone management system.  The product centralizes the user management system and provides to administrators a way to manage the user’s different access levels.  Users information can be easily manage through administration interface. 

Figure 5.1 below shows a rough overview of the TerraUser application.  Users will use a secure socket layer (SSL) to login to the TerraUser application.  The TerraUser application will communicate to a MySQL database using JDBC.  The TerraUser application will be able to send requested information to the TerraWeb applications.  The system is built on a SuSE Linux server running an Apache web server.
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Figure 5.2 TerraUser Application Overview

Figure 5.2 shows some of the functions that our TerraUser web application provides:

· You can choose to login to the TerraUser application as an administrator, or a basic user of the system

· As an administrator you can

·  Create users, team, or application data

· Update/Delete/Modify user, team, or application information

· Search for users

· Email users

· Post Message of the day that appears on the login page

· Basic users can:

·  Access TerraWeb applications

· Change their password; 

· Change their preferences (look and feel of application, I.e. font size, background color).   

· Search for information

· Email an administrator requesting more access

· Users can get context sensitive help
5.3 Interface Contents Description and Screen Shots

Screen shots of our product are shown in this section: login page, basic user page, and administrator page.  Each page should contain the following parts.

1. Window Title – the title of the content page that appears in the bar of the browser window. Should be meaningful and describe the function of the page.

2. The Page Header – the page header appears at the top of page.  The header identifies the site and is consistent across the website. 

3. Title – this is the title of the specific page and is related to the functionality of the particular page.  

4. Introduction Paragraph – this section is optional.  If included it should tell the user what they can expect form the page.  The introduction should be clear, concise, and easily viewed without any scrolling.  

5. Content – the content of the login page includes a form with user ID, Password, and user type with an input button and a help link.  

6. Footer – the footer will appear at the bottom of every page and must include the following: copyright mark for the organization, author of page and a feedback link.

7. Page Navigation – for user and administrator pages, the navigation appears toward the top of the page, it will be standard across the website.  

8. Help – for every page, the help button or link should appear.  This directly goes to the specific help associated to those pages.

9. Logoff – logoff button should appear in every user/administrator pages.  This disconnects the user from TerraUser interface by expiring the session ID.

5.3.1 Login Page Screen Shot

Login page screen shot are shown in Figure 5.3.
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Figure 5.3: Login Page Interface

5.3.2 Basic User Page Screen Shot

Basic user page screen shot are shown in Figure 5.4.
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Figure 5.4: Basic User Interface

5.3.3 Administrator Page Screen Shot

Administrator page screen shot are shown in Figure 5.5.

[image: image16.wmf]
Figure 5.5: Administrator Interface

6. Functional Specification

6.1 Definitions

6.1.1 Users and Teams

Three kinds of users are defined for this product:

	Administrators
	These are the people who manage the system.  They use the application to edit user information, team information, or application information  in the database.  They enter data such as who the user is, what privileges the user has and the priority level of the user.   

	Editors
	Users belonging to a specific work group or multiple work groups who have access to all information belonging to their team.   These users also have read access to information that is marked public by other groups.   

	Guests
	Users who are allowed very limited access and information to applications.   These users can only search and read information that is marked as public.  


Table 6.1: User Types

6.1.2 Applications

Table 6.2 shows the TerraWeb applications that are accessed through TerraUser product.  Application access is determined by users access level and teams access level.

	TerraData
	Web-based database access

	MauiCam
	High-resolution digital camera on robotic arm connected to Linux single board computer stationed in Maui to monitor certain environmental conditions, with a web interface so scientists here in Flagstaff can work with the data.  

	Photo Archive
	Database with information and pointers to every digital photo collected by group

	User Kiosk
	A web interface to a catalog of all the CD’s that the Astrogeology group has created.  So that users can find the exact CD containing the information that they are looking for.  

	TerraData
	Web application interface to a FGDC (Federal Geographic Data Commission) metadata database that contains information about the creation of maps and images.  


Table 6.2: Applications

6.2 Functionality Overview

Table 6.3 shows the variety of functionalities that are defined for this product.

	Authentication
	· Secure login of TerraUser application.

·  Logoff from TerraUser.

	Administrator
	· Add/delete/modify users

· Add/delete/modify teams

· Add/delete/modify specific user database field

· Monitor users activity

· Log off users

· Search for a specific user/team

· E-mail

· Post MOTD (Message of the Day)

	Editor
	· Set preferences for their web application pages.

· Access TerraWeb applications they have been granted access to, without another login process.

· Search

· Send e-mail to TerraUser administrators

· Change password

	Guest
	· Search

· Send e-mail to TerraUser administrators

	Help
	· Provide help for all functionality.


Table 6.3: Functionality Overview

6.2.1 User Interfaces

The TerraUser software is accessed on the Internet through a web-browser.  Users must have an Internet connection and a standard browser to access the software.  The TerraUser software is a database driven web-application.  

6.2.2 Application Access

The TerraUser software will act as an interface between the user and applications they have access to. The applications can be only be accessed through the software.  When the user selects an application to run, the software will send the required information.  The request can be made from any of the applications.  The requests for information can be requested only with valid user login.

6.2.3 Usability and Training

Since the users of the product include the general public users, developers, and administrators, the product must be user-friendly and easy to use.  The basic user should require no training, and the administrators should require at most one hour worth of training to use application.

6.2.4 Security

The system should enforce user to login, which determines the level of accessibility.  All the communication should be done through Secure Socket Layer (SSL) for security.  For sending information across networks, all the information should use encryption method.

7. Architecture Overview

7.1 High-level Architecture

Figure 7.1 below shows a diagram of the TerraUser interface.  Users have to log in through a browser to gain access to TerraWeb applications, a user preference page, etc.  
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Figure 7.1: High-level Interface Overview

The architecture of the software is fairly simple.  Modules are created at each level of technology: WWW (HTML, JavaScript), server (JSP, JavaServlets), and database (MySQL).  The modules act as an internal interface between each technology.  The web-page modules use the database modules as an interface between the web pages and the database.  This is an effective and efficient way to provide easy interaction between the web-interface and the database.

A three-tier architecture can provide flexibility, reusability, and scalability when used for a distributed client/server design.  It is a common architecture used for many Internet applications.  An architecture overview is shown below in Figure 7.2.
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Figure 7.2: Architecture
Using a three-tier architecture allows the information transfer between the web server and the database server to be optimized.  The architecture allows the interface to be easily scalable. The architecture also provides a framework for sub-system control and communication.

7.2 Conceptual Website

Figure 7.3 shows a conceptual representation of the web pages in the TerraUser application.  The Guest is basically the same as an editor, but with a limited functionality.  The Administrator interface allows administrators to manage and control user information. 
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Figure 7.3: Conceptual Website

7.3 Modules Design

Module overview is shown in Figure 7.4.  It consists of four major parts: authentication module, administrator modules, basic user modules, and application help module.  Explanations of each module are shown in Table 7.1.

	Module
	Description

	Authentication Module
	Provides a gateway to TerraUser interface by login with username and password.  Users are able to access their applications directly from TerraUser interface without another login.

	Administrator Module
	Provides an interface for administrator tasks, as discussed in section 6.2.

	Basic User Module
	Provides an interface for basic users, as discussed in section 6.2

	Application Help Module
	Provides help for each page.  Each page has a help button/link for easy access to help.  This explains how to use the specific page.


Table 7.1: Modules Description

How each module is implemented is discussed in section 8.
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Figure 7.4: Overall Module Design

7.4 Process

Users must be logged in and validated by the system to use TerraUser interface.  If the users are not validated the system goes back to login page with error message.  Top of the interface, users are able to select the process.  By selecting the process, the user main pages are transferred to pages to do their tasks.  After users are done with their tasks, the system either confirms the results or start applications.  General overview of process is shown in Figure 7.5.
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Figure 7.5: Process

8. As-Built Design
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Figure 8.1: Network Setting Diagram

Figure 8.1 above shows a network diagram of how our server is connected to the USGS network.  Our server was connected to the USGS network using NAT (network address translation).  By using NAT it acts as an agent between public network and private network; it maps an external address (130.118.164.167) to an internal address (192.168.253.11) through a PIX firewall.  This is used for added security.  We were put on our own subnet to the PIX firewall.  And we had a private LAN (local area network) IP#.  The protocols that we allowed through the firewall to connect to our server were http, https ans ssh.    We also used a DNS (domain name server) and registered our servers name (terrauser.wr.usgs.gov) to the external IP address.  

8.2 System Configuration

Following system are installed to the system for this product:

	Operating System
	SuSE LINUX
	Version 7.3 Professional

	Web Server
	Apache
	Version 1.3.20

	JSP and Servlet Container
	Tomcat
	Version 3.2.3

	Database
	MySQL
	Version 3.23.44

	Java
	Java 2 sdk & Java 2 sdk ee
	Version 1.3.1_02 & 1.3.1


8.3 Database Design

MySQL is used to store user, team, and applications information.  Figure 7.3 below shows the database structure, and Table 7.4 describes the each database.
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Figure 7.3: Database Overview

	Admins
	Stores information about administrators.  Username and password is used for TerraUser login.

	Guest
	Stored information that is used for TerraUser login.

	Users
	Stored information about users.  Username and password is used for TerraUser login.  Preferences for user customization are also stored in this table.

	Apps
	Stored application names and their URLs.

	AppsUser
	Stored information about user application access level.

	TeamApps
	Stored information about team application access level.

	TeamUsers
	Stored information about user and team relationship.


Table 7.4: Database Table Description
All the information will be stored in this database.  Each data will be accessed from Servlet or JavaServer Pages (JSP) using Java Database Connectivity (JDBC).

8.4 Authentication Modules

The Authentication module has two parts:

1. An invisible interface – this is where users can directly login to our client’s application without having to go through the terrauser interface

2. Regular authentication – which takes the user directly into the TerraUser interface and from here they can choose which applications that they want to connect to.  

The purpose of having two different authentication methods is to allow for programming flexibility.  If our client wanted to design her own login page she would be able to use the invisible interface to do this, all she would have to know is what code to add to her page to connect to the database and authenticate.    

8.5 Basic User Modules

Basic User has five main modules to perform individual tasks:

· Access TerraWeb applications

· Set application page preferences

· Search

· E-mail

· Change Password

All the modules for basic user tasks are done with JavaServer Pages (JSP).

Hierarchy for basic user modules is shown in Figure 7.4.
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Figure 7.4: Basic User Modules Hierarchy

Description of each files are shown in Table 7.5.

User tracking after the login is done by passing session ID every time user goes to different pages (no cookies are used, as sponsor’s request).  Every JSP pages check that the user has been validated or not, and if not, the pages are transferred to the Login page.  As shown in section 5.3.2, each page has logoff button, and it calls logoff.jsp file to finish TerraUser application.  Basic user pages also have an access to help modules, which calls help.java file to display help window.  This module is discussed in section 8.7.  All the images used for basic user module is in under images directory.

	Function
	File name
	Description

	Basic user page
	userMain.

jsp
	Provides editor/guest main page depending on the login status.

	
	header.jsp
	Creates tabs at the top of user page for easy access to other functionality.  Called by every page user goes to, keep track of user type by passing a session ID.

	
	Intro.jps
	Creates an introduction paragraph and provides a random pictures each time user access to pages.  Parameter is passed from the page to keep track which page (search, e-mail, etc) users are in to create different introduction.

	
	footer.jsp
	Creates a footer for basic user pages.  Called by every page user goes to.

	
	styles.css
	Cascade style sheet for all the TerraUser web pages.

	
	logoff.jsp
	Called when user clicks the button for logoff, or anytime user login is not validated.  It invalidates the session ID and forwards to login page.

	Access

Application
	application.

jsp
	Provides access to TerraWeb application.  Users information is retrieved by session tracking, and accessible applications are obtained from user database.  Appropriate icons are shown with the retrieved database information.  Application URLs are retrieved from application database. Icons can be clicked to go to the specific TerraWeb applications without another login.

	Set Preference
	Preferences.jsp
	Provides an easy interface to customize TerraWeb application pages preferences.  It shows four settings with <select> tag: font color, background color, font size, and font type.  By clicking a ‘set preference’ button, it calls prefResult.jsp and the information will be stored in a database.  Not all the selections are required.  If user didn’t select specific setting, the previous setting remains in a database.  Also, the default setting can be retrieved by clicking a ‘set default’ button.  It sets the settings to all ‘null’.

	
	prefResult.

jsp
	Provides a confirmation page after preferences are saved in a database.  It shows the new setting in a table to confirm user their settings.  ‘Go back to preference page’ link is showed at the end of the page.

	Search
	search.jps
	Provides a search page.  Input field is provided for keyword search.  Search engine can be selected by clicking radio button.  Default search engine is set to USGS search engine.  By clicking ‘search’ button, it performs search with specific engine by calling searchResult.jsp.

	
	SearchResult.jsp
	Called by search.jps, it performs search and display the result.  At the top of the page, it tells user that this is a part of the TerraUser interface and shows the links to go back to the search page for another search or other tasks.

	Change Password
	passwd.jsp
	Provides a easy access to their password.  It requires user to input old password, new password, re-type new password.  It calls passwdChange.jsp.

	
	PasswdChange.jsp
	It receives the parameters from passwd.jsp and checks the old password against their passwords in the database, new password against re-type password, and any restrictions such as minimum lengths.  When the error occurs during the checking, it displays the error message and suggests users to go back to password page to re-try with ‘go back’ link.  Otherwise, the new password is set in a database and confirmation message will be displayed.

	E-mail
	email.jsp
	Provides an interface for e-mail.  It has the following fields: to, from, subject, and message.  All the fields are required.  ‘to’ fields are filled in automatically to TerraUser administrator; users are only allowed to send e-mail to administrator.  It does not show the actual administrator e-mail address; address is handled as hidden field for security purpose.  ‘from’ fields are filled in automatically by retrieving the address from user database.  If the e-mail address is ‘null’ in a user database or the user type is guest, it will be a blank input field.  

	
	mailer.jsp
	It users the mailer.java servlet to mail.  If the mail has not be send, the errorPage2.jsp will be called to display error message.

	
	errorPage2.jsp
	Error page display for e-mail module.

	
	
	


Table 7.5: Basic User Modules

8.6 Administrator Modules

The main function of the administrator module is to manage users, groups and applications.  

Application Management

· Add Application – these are the applications that require users to have access to before they can use them.  

· Delete Application – removes an application form the database.  

· Update Application – updates the application name or URL in the database.  

· Grant User Access to an Application – gives users access to the application.  

· Remove a Users Access to an Application – removes a users access to an application.  

Team Management

· Create a Team – gives a team an identity (name, team contact, team email)

· Update a Team – updates a teams information in the database

· Delete a Team – deletes a team from the database.  

· Add a User to a Team – adds users to a team

· Remove a user from a team – deletes users from a team

· Grant a Team access to an Application – gives a team access to a application

· Remove a Teams Access to an Application – removes a teams access 

User Management

· Find User – administrators can search for users in the database using either the username, or a combination of first name, last name, and email.  

· Add User – administrators can add a new user as long as the new user has a unique userid and password.  

· Update a User – the administrator can update the users information in the database, this includes: first name, last name, email , and password.  

· Delete a User – the administrator can remove a user form the database.  

Basic task

· Update the MOTD (message of the day) – this is the message that appears on the login page. 

· View logs – these arte the web logs that show what users have logged in.  

· Email – administrators can email users or groups to notify that permissions have been granted or revoked.  

8.7 Help Modules

The help module is a servlet that allows the user to get context sensitive help on the topic of their choice.  It gives the user a chance to find information relating to the area that they are interested in.  

    help .java is located in  <web_app>/WEB-INF/classes/  directory

    The help jsp pages are located in <web_app>/help directory.  They consist of:

· administrator.jsp (help on how the administrator interface works)

· application.jsp (help on how to access an application)

· bugs.jsp (currently known bugs)

· credits.jsp (credits)

· email.jsp (help on how to send email)

· login.jsp (help on how to login)

· logout.jsp (help on how to logout)

· main.jsp (tells the help servlet what the help topics are, like a index)

· pageCode.jsp

· password.jsp (help on how to change your password)

· preferences.jsp (help on how to change your preferences)

· search,jsp (help on how to perform a search)

· status.jsp (status of the software)

· task.jsp (help on admin tasks)

· team.jsp (help on admin teams)

located in <web_app>/helpscreen/ directory are screen shots of each page.    

9. Usability Analysis

Usability testing was done on April 12, 2002, at US Geological Survey Flagstaff Field Center.  

9.1 Usability Testing Protocol

Steps:
1) Scheduling the testing

· Communicated with client on a good time to do the usability testing.  

· We sent out an email to the people at USGS asking for volunteers to participate in our usability testing, specifying time and place.  

· Email sent on Thursday April 11, 2002. 

· Testing scheduled for Friday April 12th, 2002

2) Setup (on the day of testing):

·  We had reserved the building 4-conference room (2 big conference tables, lots of room).  

· Set up two laptop computers next to each other at one table.

· Hooked computers up to the network. 

3) Testing (Friday April 12th, 2002 from 2:00 PM - 400 PM:

· Gave the usability testers a brief overview of the product

· Split into groups of two

· Gave the users a lab manual, sat them in from t of a computer next together and asked them to perform the tasks.  

· Asked users to talk out loud and communicate their thoughts.  

· We observed in the background, took notes, and were available if users had questions.  

· When the users finished we asked a couple of questions and thanked them for their participation.    

9.2 Participants

All the participants used were from US Geological Survey Flagstaff Field Center.

4/12/2002 Usability Testing Participants: 

· Jeff Anderson: Astrogeology Lead Programmer 

· Stuart Sides: Astrogeology Programmer 

· Dennis McMacken: NMD/FFC Center Web Master 

· Mark Rosiak: Astrogeology Geomatics Cartographer/Photogrammetrist 

· Robert: Student Systems Administrator 
9.3 Test Results

Login Page

	Observation/Comments
	How to improve

	Took a while to figure out how to login as a guest. (It was hard to find the information about guest login from the Login page)

Unclear welcome page for guest.

Guest Information not intuitive on “Login Page”
	Move up the guest login information before the Login inputs text box.

	Spelling error in Login page introduction (1st paragraph, “taught”) 


	Correct spelling error. Paragraph 1 “taught” 

	Help option in login page should go directly to the login help, not to the whole help.
	

	Some user had problem with login.  The page needed to be refreshed to be able to login.  This could be the problem with use of back arrow.
	


Editors/Guest Pages

	Observation/Comments
	How to improve

	Several users had same problem finding results in search page. It should not have two scroll bars (using frame).  It made some users confused how to see the search result, which were at the bottom of the frame.  One user complained that he used the wrong scroll bar.

[user comment: “I may have had search results, but I didn’t know”]


	Find the way to show just results, not as frame.

Or move the inner scroll bar close to the outer scroll bar so the user easily finds it.

At least add the comments about scrolling at the top of result frame.

Popup window might be a better solution for displaying search results.

	In search page, it needs an explanation of score.
	Add explanation of score.

	It is nice to have e-mail message when user failed to send mail and want to go back with back arrow to re-try sending.  Otherwise, they have to re-type the whole thing.

When there is an error sending e-mail, clicking ‘go back’ should replace the text.
	Possibility use of JavaScript Frame to store information. (Load when goes back)

	In e-mail page, the guest e-mail address for any responses should be as input field, not as a part of message context.
	Add field for e-mail address for guest e-mail page.

	In e-mail page, needs to specify required fields.
	Add explanation of required fields in e-mail intro.

	Use longer email addresses for test.
	

	Better error messages for a failed email.
	

	Introduction is not quite for guest’s level of language.  For example, use word ‘developer’ instead of ‘editor’.

Need better explanation of ‘editor’, or ‘guest’; try using ‘you’ instead.
	Create an introduction section for guest editor different from editor. 

	One of the users tried to make possible mistakes on changing password page.  All the error messages were displayed.
	N/A

	In the preference confirmation page, it will be nice to show the color name rather than actual color number in hex, especially for non-technical users.
	Modify preference confirmation page to show the color name, not hex numbers.

	In the preference setup, it is unclear that what application will reflect this change.

Does not understand the purpose of change preferences.
	Add explanation of how the preferences will be used.

	Application page should have a message when the user has no application access.

If the user has no applications, the application should display message, “you have no applications.”
	Add check if the user has no application access or not (if the team name/username does not have any applications) and display message.

	Password information said that passwords should be more than 6 characters, but it doesn’t accept just 6 characters.
	Delete ‘=’ in password length check.

Or change introduction to “7 or more”.

	Slow connection for applications page and change password (possible network issue, not consistently slow) 
	


Administrators Pages

	Observation/Comments
	How to improve

	After deleting the user, user used back arrow button to go back to that page, and it still shows the deleted user’s name.
	Possibility use of ‘nocache tag’.

	When tried to add users, it didn’t add the one wanted but added all the selected users.
	

	When adding a user, need to do a check that that person doesn’t already exist, and give friendlier error message.
	

	Each page should have an explanation of what the page is for.  (Each page looks similar, especially add/delete/update users.)
	Add explanation at the top of each page.

	It is nice to show ‘none’ for no items is available for <select> element.
	Add feature to show ‘none’ when no items are available for select box.

	It should be able to change user’s password (reset).
	

	Should select team first, then application you would like the team to have access to.
	

	In add application page, it will be nice to be able to select multiple things at once, not going back to each page.
	

	Need to check if user is adding the same user into the database.
	Add check for same user before adding to the database.

	Need to add update/reset users password.
	

	In creating team page, it may want to check to make sure e-mail address is valid.
	

	Problems adding selected user to team (select multiple dropdown)
	

	When it deletes team or user, it may want to prompt if they really want to delete them.
	

	In update team access to application, the team selection should come first.
	Modify page to bring team selection before application selection.

	Good in grant team access! When granting a user who already has access it tells me.
	

	For long list, it is nice to have a ‘back’ button at both top and bottom of the page that has a long list.
	Add ‘back’ button at the top of the page that has a long list.

	Nice to have sorted team name in select box.
	Sort team name before creating select box.

	Nice to have a cancel button for MOTD task for no messages. (feels more confident for putting empty message.)
	

	Find/search need to work on returning only results asked for.  
	

	More tasks on a single page (ex. add a user, add lots of users, etc.)
	

	Need a way to logoff.
	Add logoff button at the top-left corner.


Others

	Observation/Comments
	How to improve

	The help link should dump user right to information on logging in.  (Context sensitive help)
	

	Need a bigger test user set, so each tester has a unique set of users to manipulate.

We had some conflict with data sets, since one person was deleting the users and another person was trying to login with that user name.

Order of usability lab manual out of order, tester should first create a user.  Delete team at bottom of lab manual.
	Create more users/data sets in case of running usability testing with two or more computers to avoid conflicts.

	User was having trouble logging in because there was an expired session id still in the URL; Need to give user feedback when this happens.
	

	Can’t login if expired session id is in the URL, need to give user an error message.
	

	Nice to have a super-admin who can add/delete/modify administrators.
	


9.4 Analysis

Many good feedbacks have been obtained through usability testing: some major bugs, missing error checking, and better ideas of user interfacing.  Most of the features have been improved as shown in right column of section 9.3.

10. Overall Results and Recommended Future Modification

10.1 Overall Results

· Project Completed on time

· Group learned the design process, time management, new technologies, and importance of good communication skills

· Value of the solution:

· Security (set us some security standards for our clients web-based applications)

· Authentication (provides a means of security by forcing users to login, and using sessions to keep track of weather they are valid users)

· Cost effective (our client does not have a lot of money, so having us do the project cost her very little)

· Easy to manage and use (our sponsor is knowledgeable in all of the technologies used, so easy to make modifications)

· Flexible (is generic enough to be used in a variety of applications)

10.2 Recommended Future Improvements

Following feature can be implemented for future improvements:

· Modularize and centralize the database calls so that a different database can easily be used if necessary (example you want to switch to Posgress SQL instead of MySQL)

· Super-administrator functionality to manage administrators.

· Extended editor/guest functionality such as interactive calendar and dictionary options, be able to modify specific user information such as address and phone number, add other type of search engines, etc.

· Administrator functionality of setting password restrictions, such as limits on characters (no numbers, case sensitivity, etc).

· Split admin functions into JSP pages

· Better error messages

· Package product and post on website as open source so others can use.  

11. Conclusion and Acknowledgements 

The project has been successfully developed, completed, and delivered to our client on time.  Our clients have been expressed that they are satisfied with our product.  Team TerraUser also has been satisfied with our product that reached the level of real technology and business world.  

Usability has been always an issue through the product development.  We realized that each type of user has different level of computer skill and different user interfacing style.  It is the hard part of creating interface and also was our challenge that creating user interface that satisfies all level of users.  We successfully identified the problem and modified the system to improve the product through testing and revising phase.

Team TerraUser would like to thank our sponsor, Deborah Lee Soltesz from US Geological Survey Flagstaff Field Center, for giving us an opportunity to work on this project, and to our technical advisor, Dr. Eckehard Doerry, Professor of Computer Science at Northern Arizona University for all of the support and help throughout the Capstone project.

12. Appendix

Document Conventions

Definitions, acronyms and abbreviations for a number of terms are provided because of formal and technical nature of this document.  

Acceptance Test 
A formal test conducted by the end user of a system, to determine if the system works according to specifications and should be accepted.  

Apache 
The Apache Project is a collaborative software development effort aimed at creating a robust, commercial-grade, featureful, and freely available source code implementation of an HTTP (Web) server. The project is jointly managed by a group of volunteers located around the world, using the Internet and the Web to communicate, plan, and develop the server and its related documentation. These volunteers are known as the Apache Group. 

Authentication 
Verification of identity as a security measure. Passwords and digital signatures are forms of authentication.  

CGI 
Common Gateway Interface - A way of interfacing computer programs with HTTP or WWW servers, so that a server can offer interactive sites instead of just static text and images.

CGI script 
Common Gateway Interface script - A program that is run on a Web server, in response to input from a browser. The CGI script is the link between the server and a program running on the system; for example, database CGI scripts are used with interactive forms. 

CSS 
Cascading Style Sheets - style sheet mechanism that has been specifically developed for Web page designers and users. Style sheets describe how documents are presented on screens, in print, and even in spoken voice. Style sheets allow the user to change the appearance of hundreds of Web pages by changing just one file. A style sheet is made up of rules that tell a browser how to present a document. Numerous properties may be defined for an element; each property is given a value. 

HTML
Hypertext Markup Language - The language used to create World Wide Web pages, with hyperlinks and markup for text formatting (different heading styles, bold, italic, numbered lists, insertion of images, etc.). 

HTTP 
Hypertext Transfer Protocol - The protocol most often used to transfer information from World Wide Web servers to browsers, which is why Web addresses begin with http://, also called Hypertext Transport Protocol. It conventionally uses port 80.

Java 
A simple, object-oriented, distributed, interpreted, robust, secure, architecture-neutral, portable, multithreaded, dynamic, buzzword-compliant, general-purpose programming language developed by Sun Microsystems in 1995(?). Java supports programming for the Internet in the form of platform-independent Java "applets".  

Interface
A shared boundary where two or more systems meet; or the means by which communication is achieved at this boundary. An interface can be between hardware and hardware (such as sockets and plugs, or electrical signals), hardware and software, software and software, human and computer (such as a mouse or keyboard and display screen).

JavaScript 
A cross-platform WWW scripting language from Netscape Communications, very popular because it is simple and easy to learn. It can be included in an HTML file by using the tag <script language="JavaScript">. 

JSP
JavaServer Pages - A freely available specification for extending the Java Servlet API to generate dynamic web pages on a web server.  Industry leaders wrote the JSP specification as part of the Java development program.

JDBC 
Java Database Connectivity Pages – Part of the Java Development Kit that defines an application programming interface for Java for standard SQL access to databases from java programs.  

Linux 
An Open Source implementation of UNIX created by Linus Torvalds, which runs on many different hardware platforms including Intel, Sparc, PowerPC, and Alpha Processors. Hundreds of application programs have been written for Linux, some of these by the GNU project. Linux and Linux tools can be downloaded via the Internet or BBS for free, or purchased as part of a distribution on a CD-ROM.   

MOTD 
Message of the Day.  

MySQL 
MySQL is a true multi-user, multi-threaded SQL (Structured Query Language) database server.  SQL is the most popular database language in the world.  MySQL is a client/server implementation that consists of a server daemon mysqld and many different client programs and libraries.  The main goals of MySQL are speed, robustness and ease of use.  

NAT 
Network Address Translation.

PDF
The file extension for a Portable Document Format file.

Perl 
Perl is a general-purpose programming language invented in 1987 by Larry Wall. With over one million users worldwide, it has become the language of choice for World Wide Web development, text processing, Internet services, mail filtering, graphical programming, systems administration, and every other task requiring portable and easily developed solutions. 

RCS 
Revision Control System - A version control system that automates the storing, retrieval, logging, identification, and merging of revisions.  RCS is useful for text that is revised frequently, for example programs, documentation, graphics, papers, and form letters.  

SCCS 
Source Code Control System - A popular code management system for Unix systems.  

SSL 
Secure Sockets Layer - A protocol from Netscape Communications Corporation, which is designed to provide secure communications on the Internet.

TerraWeb 
Title of website and web applications that have been developed by Deborah L. Soltesz.  These applications and web pages are designed to support a group of USGS scientists and computer scientists that are working on terrestrial remote sensing  (http://terraweb.wr.usgs.gov/).  

USGS 
United States Geological Survey.  

User 
An individual who uses a computer, program, network, or related service for work or entertainment; usually there is a distinction between a user and a programmer or other person who works with the computer on an expert or technical level.   

Definitions from: http://www.computeruser.com/resources/dictionary/
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Welcome to TerraUser!

This project is part of Northern Arizona University's (NAU) College of Engineeting and Technolagies (CET) Senior
Capstone Design Project 2001-2002. The goal of this project is to provide a secure interface to some USGS web

applications, along with a way to manage and keep track of the users taft are able to login and access these
applications

Design and implementation of the project is being completed by Daniel Wallace, Naoko Tsuneakawa, and
Michelle Harr (all Computer Science and Engineering Students at NAU). Sponsorship for the project has been
provided by Deborah L. Soltesz from the U.S. Geological Survey with advisement from Dr. Eck Doerry, professor of
Cormputer Science and Engineering at NAU

Enter your User ID and Password to login

User ID:

Password:

User Type:

Need help logging in or using application?

Just visiting? User ID: guest, Password: guest, User Type: Guest
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Welcome ta Terralser Admin Interface!

The TerraUser applications allows administrators to manage the users that are able to access certain USGS web applications. The
functions provided here are used for such things as modifying team information, modifying user information or preforming basic
adrministration tasks like viewing the logs and backing up the database

- Aud Application - Create Team - FindUser - Update MOTD
- Delete Application - Delete Team - AdaU (Message of the
= Update Anpiication - Update Team - Undate User Dav)
= GrantUser Access - Add User to Team - Delete User - Viewlous
to Application - Remove User from - Email
- Remove User Team
Accessto - GrantTeam
Application Accessto
Application
- Remove Team
Accessto
Application

Need helg?
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