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1.	Introduction

1.1.	Objective of this document: 

The object of this document is to enumerate the specifications for the Motorola group’s project.

1.2.	Description of the project:

The project is to develop and implement a CORBA compliant, distributed object user authentication service. The service must provide authentication and allow addition, deletion and modification of users and user specific information.  There will be a graphical user interface to test the authentication service.





2. Functional Specifications

2.1. Client 

Depending on principle of the access level the client should be capable but not limited to performing the following scenarios: 



2.1.1 Operational Scenarios

2.1.1.1 Login



Specification�Metric�Unit��User is requested to login via a pop-up window�At application startup�Time login is requested��Login must be a specific length�6 characters or greater�Length of user login��Password must be a specific length�Between 6 and 8 characters�Length of password��Password must contain alphanumeric characters�At least 5 characters�Number of alphanumeric characters required��Password must contain non-alphanumeric characters�At least 1 character�Number of non-alphanumeric characters required��Access to appropriate actions is given�Successful login�Time at which access is given��Access to appropriate actions is given depending on user level.�Authorized user�User level��If login fails, user must try again.�Unsuccessful login�Time at which user is asked to retry login��

2.1.1.2 Create a User

Specification�Metric�Unit��User must be able to create a new user�Addition of new user�ability��User can enter information about itself or another user�Entry of user information�ability��			

			2.1.1.3 Modify a User

Specification�Metric�Unit��User can modify information about itself or another user�Modification of user information�ability��

2.1.1.4 Delete a User  

Specification�Metric�Unit��User is asked to verify deletion�Verification of user deletion�Safeguard against unwanted action��User  is removed from database�Deletion of user�ability��

2.1.1.5 Retrieval of User Attributes by System  

Specification�Metric�Unit��Component requests a value for user attribute�Request of value for user attribute�ability��Authentication subsystem returns a value�Value returned by subsystem�ability��

2.1.1.6 Entry of User Attributes by System  

Specification�Metric�Unit��Component requests entry of value for user attribute�Request entry of value�ability��Authentication subsystem stores value�Storage of value�ability��2.2 CORBA Service



2.2.1 Goals  



�2.2.1.1Consistency   

Specification�Metric�Unit��The service will provide security across several computer platforms�Multiple Platforms �Number of computing platforms��The service will use user logins and information repositories�Proprietary�Type of logins and repositories��

2.2.1.2 Scalability  

Specification�Metric�Unit��The service specifies base access controls like groups.�Access level, multiple groups�Number of levels or groups.��

2.2.1.3 Domains  

Specification�Metric�Unit��The service is to implement security policy�Access Levels and User groups�Type of security policy to implement��

2.2.1.4 Usability  



2.2.1.4.1 End Users  

Specification�Metric�Unit��Principals must authenticate to the distributed system once�When access to object systems and other services requested�Time at which authentication is required��

2.2.1.4.2 Administrators  

Specification�Metric�Unit��It will not be necessary for an administrator or users  to specify controls for objects����System flexibility�Adapts to changing conditions (platform, programming language)�Amount of flexibility��System granularity�Independent objects or modules�Amount of granularity��

2.2.1.4.3 Developers  

Specification�Metric�Unit��Application developers will have no need to be aware of security for their applications to be protected����A developer who understands security would be able to protect application specific actions�Yes�Ability for developer to protect specific actions��

2.2.1.5 Security Policy  

Specification�Metric�Unit��Service will be implemented with a static security policy, as outlined in the following sections through 2.2.2����

2.2.1.6 Audit Policy  

Specification�Metric�Unit��Service audit policy will be described in the IDL to the service and will consist of event broadcasts.�Configurable�Type of audit policy��

2.2.1.7 Support for Security  

Specification�Metric�Unit��Service support for security will be defined after standards analysis.�TCSEC or X/Open�Security support criteria��

2.2.1.8 Interfaces for Security of Client Target Object Invocations  

Specification�Metric�Unit��The interface to the service will hide the security mechanisms used from both the application objects and the ORB��Symmetric or asymmetric key technology��

2.2.1.9 Independence of Security Technology  

Specification�Metric�Unit��The system will implement proprietary access data repositories and user registries�Technologically independent���

2.2.1.10 Application Portability  

Specification�Metric�Unit��Access to the service will be platform independent�Unlimited�Computing platform��The interfaces to the security services will hide the particular security mechanism used, as the service will enforce security itself�Hidden�Visibility of security service interfaces��

2.2.1.11 Interoperability		

Specification�Metric�Unit��The service will provide security across heterogeneous systems�Consistent�Type of security provided��The service will not be interoperable between domains of distributed systems�Not interoperable�Amount of interoperability ��

			2.2.1.12 Performance		

Specification�Metric�Unit��The service will impose a performance loss�10% peak max resource usage�Percent of available resource used��

2.2.1.13 Object Oriented  

Specification�Metric�Unit��The design will be object oriented�Object oriented �Design methods��The model promote system integrity and by hiding the complexity of security mechanisms behind simple interfaces��Encapsulation��The model will allow implementations of its objects based on different underlying mechanisms��Polymorphism ��

2.2.2 Operational Scenarios  

2.2.2.1 Login  

Specification�Metric�Unit��Login must be a specific length�6 characters or greater�Length of user login��Password must be a specific length�Between 6 and 8 characters�Length of password��Password must contain alphanumeric characters�At least 5 �alphanumeric characters��Password must contain non-alphanumeric characters�At least 1�non-alphanumeric characters required��Access to appropriate actions is given�Successful login�Time at which access is given��Access to appropriate actions is given depending on user level.�Authorized user�User level��If login fails, user must try again.�Unsuccessful login�Time at which user is asked to retry login��

2.2.2.2 Create a User		

Specification�Metric�Unit��User must be able to create a new user�Addition of new user�Function to be performed��User can enter information about itself or another user�Entry of user information�Function to be performed��

			2.2.2.3 Modify a User		

Specification�Metric�Unit��User can modify information about itself or another user�Modification of user information�Ability ��		

2.2.2.4 Delete a User		

Specification�Metric�Unit��User is asked to verify deletion�Verification of user deletion�Safeguard against unwanted action��User  is removed from database�Deletion of user�Ability��

2.2.2.5 Retrieval of User Attributes by System  

Specification�Metric�Unit��Component requests a value for user attribute�Request of value for user attribute�Ability��Authentication subsystem returns a value�Value returned by subsystem�Ability��

2.2.2.6 Entry of User Attributes by System		

Specification�Metric�Unit��Component requests entry of value for user attribute�Request entry of value�Ability��Authentication subsystem stores value�Storage of value�Ability��2.3 Database Interface		

Specification�Metric�Unit��The database interface will be an object�External�Scope of object��Communication between the external database interface and CORBA service will be Plugable �Different databases�Method of communication between database interface and CORBA service��Communication between the external database interface object and the particular database file will be implemented through the particular database language�Proprietary database language�Method of communication between database interface and database file��2.4 Other Requirements		

Specification�Metric�Unit��User data will be persistent via CORBA interface to a database�Persistent�Storage of user data��Implementation of the prototype will use an Object Store database�Object Store �Database format��Data should be available for a given user�Login name

Full user name

Password

User access level

Specific user data�Data available��A GUI will be provided for managing additional user data (name, value)��Existence��User access levels will be configurable�Unspecified �Flexibility of access levels��All scenarios above will generate CORBA events that may be monitored and used for auditing purposes�CORBA events�Events generated��

3. Nonfunctional Specifications		

3.1 Client		

Specification�Metric�Unit��GUI components will be implemented in JAVA�JAVA�Implementation language for GUI��Authentication service must be CORBA compliant�CORBA �Standards to be followed��Authentication service must be in JAVA�JAVA�Implementation language for authentication service��Authentication service must run on UNIX�UNIX�Platform compatibility��Authentication service must run  on Windows NT�Windows NT�Platform compatibility��

3.2 CORBA Security		

3.2.1 Regulatory Requirements		

Specification�Metric�Unit��The security model must conform to national government regulations on the use of security mechanisms�National government �Scope of regulations that must be adhered to��Allowing the use of cryptographic algorithms�algorithms�Type of algorithms to be allowed��Keeping the amount of information encrypted to a minimum�Not affecting the performance of the system�Amount of information to be encrypted��Using identities for auditing which are anonymous, except to the auditor�Anonymous�Knowledge of auditor��

3.2.2 Evaluation Criteria for Assurance		

Specification�Metric�Unit��The security functionality and architecture must allow implementations to conform to standard security evaluation criteria such as TCSEC for security functionality and assurance�standard security evaluation criteria�Conformance of security functionality��

3.2.3 Security Architecture Goals		

Specification�Metric�Unit��The security architecture will confine key security functionality to a trusted core�Trusted core�Restriction of security functionality��Ensuring that object invocations are protected as required by the security policy�Object invocations�Item to be protected��Requiring access control and auditing to be performed on object invocation�Access control and auditing�Actions to be performed on object invocation��Preventing application objects from interfering with each other �Interference�Interaction of objects to be avoided��Preventing application objects from gaining unauthorized access to each other’s state�Unauthorized access of each other’s state�Interaction of objects to be avoided��Implement trusted computing base so that it cannot be bypassed�No bypass allowed�Avoidance of security��Implementation must be kept small to reduce the amount of code which needs to be trusted and evaluated in more secure systems�Under 10 KLOC�Size of implementation, lines of code��

4. Feasibility Issues		

As of November 16, 1997 we have been unable to locate a technical advisor.



5. Secure Object Invocations		

Specification�Metric�Unit��Principals initiate system actions�Principals�Objects that initiate system actions��6. Access Control Model		

Specification�Metric�Unit��Framework consists of two layers�Two�Number of layers��Framework includes an object invocation access policy, which is enforced automatically on object invocation�On object invocation�Time at which object invocation access policy is enforced��Framework includes an application access policy which the application itself enforces�The application�Object enforcing the application access policy��Object invocation access policy governs whether the client, acting on behalf of the current principal can invoke the requested operation on the target object�Object invocation access policy�Governing policy that determines invocation of operations��ORB enforces the object invocation access policy and the security services it uses for all applications�The ORB�Object that enforces the policy��ORB is required to validate the requested parameters and ensure message delivery in access control mediation�The ORB�Object ensuring message delivery��

7. Structural Model		

Specification�Metric�Unit��The structural model has four major levels used during object invocation�Four�Number of major levels��Application-level components�Application-level components�structural level components ��Components implementing the Security services�The ORB and service it use CORBA security services

�structural level components��Components implementing specific security technology�Components implementing security technology�structural level components��Basic protection and communication provided by a combination of hardware and operating system mechanisms�Hardware and operating system mechanisms�structural level components��

8. Additional Constraints, Concerns or Requirements		

Specification�Metric�Unit��Subsystem publishes its events to the ORB��Event publication��The ORB must interface with existing software written in any language�Any�Programming languages��
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