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What is Zeek?

● Network traffic analyzer

● Network security monitor

● Open Source



Meet Our Client: Tim!

● Senior engineer at Corelight
● Release manager for Zeek

In 2017, researchers 
from the berkeley Lab 

using Zeek noticed 
strange AFP traffic on 

their computers

Easily searched 
through 2 years of logs 

using Zeek

Found strange IoC’s 
connected to a 

university in Ohio

Emailed said university 
and called the FBI 
which lead to the 
discovery of the 
Fruitfly malware



Zeek Workflow

Check for open pull 
requests

Look through issue 
tracker on Github

Handle new releases
Review and handle pull 

requests

Create new features

Pick up/Assign new 
work



The Problem

● Discoverability of uploaded packages

● Duplicated tags

● Inefficient search engine

● Looks outdated



Our Solution

● Create an API with a focus on speed and maintainability

● Incorporate a better searching feature

● Use a similar style to the current Zeek.org website

● Automate the site for every new package



Progression Plan

Requirements:

● Shared requirements document iteratively refined through meetings with the client

Technological Challenges:

● Implementing search functionality
● Storing and serving package information
● Standardizing tags

Other Issues

● Simplicity
● Maintainability
● Discoverability



Thank you!


