
NOX @ Home
Enhancing the Home Network 
with NOX and OpenFlow
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Who is Team NOX?

ÅAndrew Arminio

ÅChristopher Austin

ÅJames ñMurphyò McCauley
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Who is our Client?
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What is OpenFlow and Nox?
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Internet

Awesome 2: Bandwidth Management
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Awesome 3: Zombies, Botnets , & Spam!
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Challenges

ÅGzip Encoding

ÅLarge and 
Complicated

ÅLittle Documentation

ÅOriginal Ground

ſPassive User 
Identification

ÅConnecting 
Policy/Evidence to UI

ÅDisabled gzip

ÅEasy List-Based UI

ÅNOX Event available 
to Web UI

ÅPython Objects are 
Web Services
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Solution
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ÅSniffs Packets

ÅPassive User 
Identification

ÅExpandable



Andy is Online
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ÅGathers evidence from 
Evidence Sources

ÅMakes determinations 
about Network State

ÅProvides state 
information to Policies



Policies

Traffic

Policies
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ÅCan take 
many forms

ÅOne common class:

ſAssociates traffic 
with a sure or 
machine using 
Network View

ſInstalls Flow Rules 
to control this
traffic


