NOX @ Home

Enhancing the Home Network
with NOX and OpenFlow




Who is Team NOX?

AAndrew Arminio (Recorder)
A Christopher Austin (Facilitator)
AJames fAMurphyo McCaul ey
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Who is ourr Client??

Nicira Networks

Focus on usingOpenFlow and NOX to enhance
corporate networks, campus networks, data centers
and Virtual Machine farms.

Nnicira

Have tasked us with applying their technologies to
home and SOHO networksT creating a replacement
for the ub4dFquirtoawn £ r Wi J




Some Background

What are OpenFlow and NOX?

ATwo related projects that grew out of Ethane,
oneoft he St aCeéndhtd Design for the
Internet projects

ASeparates actual lowtlevel packet forwarding
from high level decision making



What is OpenFlow? (@ Openiic..

Scope of Openiiow switch Speaiication

OpenFlow
| — e - Controller
OpenFlow : :
SW Secure Protocol :
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Soowhat’h thd pocblert Wiegh hgnreo b |
netwarkis??

Right now, home networks do two main things:
[ Connect users to the Internet
[ Keep other people out of the network (hopefully)

This 1 s great, but é



We have learned to live with
annoyances because our
networks can’t do more.



Now, with NOX and OpenFlow,
we can do something about it.

Three Examples



Ex 1: Bandmmmmmwt
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Ex 2: Users and Machines

Without NOX With NOX
A Network policy on machines A Network policy on NOX
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Ex 3: Zomilies;, Botnets;, & Spam! Of,, my}!
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What needSs tohappem

ANOX has a lot of potential in the home
ANeed to make this potential available and
accessible to the home market
[ Intuitive Ul
[ Framework for managing arbitrary network
policies
[ Recognize and manage users and machines
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How lttwork8s
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Evidence Sources

Evidence sources
FaceBook
Evidence

Gmalil Evidence
AIM Evidence
IP Evidence

Murphy

30% Confidence




